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ABSTRACT 

 
ARTICLE INFO 

In last few years, a Web is spreading vastly all over the world and becomes a very 

popular.  Since currently, Phishing is one of the tempting techniques, which 

phishers are using with the intention of abusing the ones’ personal information. 

This increases the network crime.  Phishing is a form of identity theft which uses 

website spoofing techniques to track a user for revealing a confidential information 

with economic value. Phishers uses a fake website that resembles to admissible site 

in terms of interface and uniform resource locator (URL) address. In past few 

years, researchers have discovered different methods for finding phishing web 

using known as well as new features. In existing approaches, Phishing sites are 

identified by using blacklist based approach. The drawback of this approach is that 

non-blacklisted phishing sites remains unidentified. Therefore, the numbers of 

victim have been increasing due to inefficient methods i. e. blacklist to detect 

phishing. This paper presents an efficient approach for detection of phishing a web, 

based on features of admissible and phishing webs. To achieve this, we proposed 

two algorithms that are K-Means and Naive Bayes. These algorithms not only 

checks blacklist for detection of phishing sites but also their behavior. 
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INTRODUCTION 

In the area of computer security, phishing is illegally the 

dishonest process of trying to acquire confidential data such 

as name of user, password of user and credit card details 

etc., by imitating as a permissible thing in a broadcasting.  

The process of phishing sends a dishonest e-mail that try to 

take you to reveal secret data that can then be used for 

illegal purposes. It is feasible to theft identity for 

confidential information instead of using usernames and 

passwords just uses credit card numbers, bank account 

numbers, social confidential numbers and mother's maiden 

names. Phishing arises direct threats through the use of 

thieved credentials and secondary threat to institutions that 

conducts online business through erosion of customer 

confidence. The damages due to phishing ranges from 

contradiction of access to email to substantial financial loss. 

Internet robbers purposefully sends an email to a website in 

order to “phish” your secret data. Such phishing emails 

encourages you to click on a link which shifts you to a site 

where your sensitive information is requested. Reliable 

companies never requests your such information via 

email.An E-mail is using widely for the purpose of phishing, 

now a days.  You gets an authentic-looking email message 

that pretending to come from a reliable business; for e.g., 

bank, online shopping site. They asks your personal 

information (user account number, credit card number, 

social security number, username or password). Through e-

mail contents they tries to scare you to provide your 

personal information. E.g., May be you got an email that 

acts to be from your bank and asks you to click on a link in 

the message. That link places you to a fraud Web site form 

there you gets a prompt message to cross check your online 

banking data. An intimidating language possibly included, 

e.g., "If you ignore the instructions your account will be 

closed or suspended." Such type of e-mail frauds have been  

happened already. Still, reliable online banking and 

ecommerce are very safe, every time be very careful while 

providing your personal financial information through 

internet.Now, the question arises, who is affected by the 

phishing? The customer of auction sites such as OLX and 

online banking services are the famous targets of the 

phishers. According to an APWG industry advisory, there 
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were at least 123,972 unique phishing attacks worldwide. 

The attacks occurred on 95,321 unique domain names (This 

is mostly recorded in a half-year period). From the 95,321 

phishing domains, 27,253 domain names were identified 

that are believable but registered maliciously, by the 

phishers  This is an all-time high, and much higher than the 

22,629 which was identified in 1H2014. Seventy-five 

percent of the malicious domain registrations were in just 

five TLDs. In addition, 3,582 attacks were detected on 3,095 

unique IP addresses, rather than on domain names. Phishing 

occurred in 272 top-level domains (TLDs). Fig.1 shows the 

statistics diagram on phishing attacks and domains used. 

 
Fig 1: Statistical Analysis on Phishing Attacks 

 

To overcome the drawback of phishing, this paper presents 

an efficient approach to detect the phishing attack on the 

web. Two algorithms such as K-means and Naive Bayes are 

proposed to detect phishing a web. These algorithm checks 

blacklist for detection of phishing sites and their behavior 

also. Proposed system is helpful for detecting the non 

blacklisted phishing sites.The rest of the paper is organized 

as follows: Section II presents the literature survey over the 

related work. In section III, proposed system is presented. 

Finally, the section IV concludes the review paper. 

 

 LITERATURE SURVEY 

In this section, we have described earlier work done related 

to the phishing detection methods. Various approaches have 

been developed to prevent the website or link from phishing 

attack. This section briefly surveys an existing anti-phishing 

solutions and list of the related works [1].There are various 

techniques which defend against phishing. Some techniques 

provide e-mail level protection and some provide security 

toolbars embedded with anti-phishing tools. Anti-phishing is 

the method employed in order to detect and prevent 

phishing attacks. Anti-phishing protects users from phishing. 

Till now, there are large number of anti-phishing approaches 

developed. Those are generally classified into following 

main types: 

i) E-mail based approach 

ii) Heuristic based approach 

iii) Blacklist  based approach 

iv) Fuzzy rule based approach 

v) Machine learning based approach 

vi) Cantina based approach 

vii) Image based approach 

viii) Visual clue based approach 

ix) Website feature based approach 

x) Information flow based approach 

 

Now, let us see these approaches in brief. 

 

A. Email based approach 

The approaches in this category removes the problem of 

phishing at the email level by preventing the phishing 

emails from reaching the target. To do this, these 

approaches uses the filters. Thus, these are somewhat 

related to the anti-spam research. If the filters are regularly 

trained, then they are more effective in also intercepting the 

phishing emails. Main problem with the email-based 

approach is that their efficiency depends on the regular 

training. And though these anti-spam solutions are more 

effective, they are imperfect and some of phishing emails 

may reach potential targets.  

 

B. Heuristic Approach 

Using this approach, researchers try to understand the 

structure of phished web sites and uncover attacks based on 

several features. Features used in this approach includes url, 

domain name, age of domain, spelling error, source of the 

images, links, etc [1],[2]. For example, Spoof Guard first 

checks the current domain name, then the full URL is 

analyzed to detect confusion as well as non-standard port 

numbers, then spoof guard analyzes the contents, making 

note of any password fields, embedded links and images. 

 

C. Blacklist based approach 

Blacklist contains URLs that refer to sites which are 

considered as malicious. Whenever a browser loads page, it 

queries blacklist to find out whether currently visited URL 

is on this list. If so, appropriate countermeasures can be 

taken. Else, the page is considered legitimate [3]. The 

blacklist can be stored locally at the client or hosted at 

central server. Evidently, an important factor for the 

effectiveness of blacklist is its coverage. The coverage 

indicates how many phishing pages on the web are included 

in the list [4]. Another factor is the quality of the list. The 

quality shows how many non-phishing sites are incorrectly 

included into the list. For each incorrect entry, the user 

experiences a false warning when she visits an admissible 

site, undermining her trust in the usefulness and correctness 

of the solution. Ultimately, the last factor that decides the 

effectiveness of blacklist-based solution is the time it takes 

until a phishing site is included [5]. This is because many 

phishing pages are short-lived and almost all the damage is 

done between  the time for going online and that of 

disappearing. Even when a blacklist contains many entries, 

it is not effective when it takes too much time until new 

information is included or reaches the clients. Whitelisting 

approaches searches to detect known good sites but the user 

must keep remember to check the interface every time they 

visit the site. 

 

D. Fuzzy rule based approach 

The approach is based on experimentally contrasting a small 

number of rule based classification algorithms after 

collecting dissimilar features from a range of websites as 
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disclosed [6] .Those features varied in between three 

uncertain values “Legitimate & Genuine” and “Doubtful”. 

 

E. Machine learning based approach 

Most of the methods developed to deal with the phishing 

problem are based on support vector machine (SVM). SVM 

is well known machine learning method that has been used 

effectively to resolve classification problems [6]. It becomes 

popular due to the accurate results it produced especially 

from unstructured problems like text categorization. An 

SVM in general can be seen as a hyper-plane that divides 

the objects (points) belonging to a class (positive objects) 

from those that do not included to that class (negative 

objects). This split is implemented by the SVM algorithm 

during the learning step where the hyper plan is extracted to 

split positive and negative objects with maximal margins. 

The margin depicts the space from hyper-plane to the 

nearest positive and negative object. 

 

F. Cantina based approach 

For detection of phishing sites CANTINA uses TF-IDF. 

TFIDF is well-known information retrieval algorithm that 

compares and classifies documents, as well as retrieves 

them from a large corpus. The working of TF-IDF [7], [8] is 

given below. An application of TF-IDF is Robust 

Hyperlinks. Briefly, CANTINA works as follows:  

 For a given web page, it calculates the TF-IDF scores 

of each term on that web page.  

 It generates a lexical signature by taking the five terms 

with highest TF-IDF weights.  

 Then feeds this lexical signature to a search engine, i.e., 

Google.  

 If the domain name of the given web page matches the 

domain name of the N top search results, we can 

consider it to be a legitimate web site. Else, we 

considers it as a phishing site. 

 

G. Image based approach 

This approach detects the type of websites based on the 

visual similarity between the sites. For this, image based 

approach compares phishy sites with the non-phishy sites. It 

divides the webpage into block regions depending on the 

“vision cues”. The visual likeness between a phishy 

webpage and non- phishy one is evaluated using three 

metrics: block similarity, layout similarity, and style 

similarity [9]. A webpage is considered phishy if any metric 

has a value higher than a predefined threshold. 

 

H. Visual clue based approach 

Dhamija et al. [10] proposed a solution which uses the 

dynamic security skin on the browser of users. This 

approach lets remote server to give its identity for proving 

that this is easy for humans to verify but difficult for 

phishers to spoof. The problem with this approach is that it 

needs the user‟s effort. The user must be aware of the 

phishing attacks and inspects actively that the visited site is 

spoofed or not. 

 

I.  Website feature based approach 

SpoofGuard [11] is a well-known website feature based 

solution in phishing literatures. It reveals phishing 

symptoms from web pages. Likewise, internet explorer 7 

has also simple anti-phishing functionality where browser 

analyzes the HTML structure of web pages to discern 

whether that certain page is phishing or not. This approach, 

analyzes and compares admissible and phishing web pages 

for defining matrices that can be useful for detection of 

phishing pages. It classifies a web page as a phishing 

attacked page if its visual similarity value is above 

predefined threshold value. 

 

J. Information flow based approach 

To show the way of how sensitive information is being 

submitted, Antiphish uses various approaches. If it detects 

that sensitive information is being passes on phishing 

websites, then warning generates and pending operations 

gets cancelled. The problem with the Antiphish is, it 

requires users active participation for specifying which 

sensitive information should be captured and monitored. 

 

 PROPOSED SYSTEM 

The system develops K-means and Naïve Bayes algorithms 

to detect the phishing of websites using existing as well as 

novel features. Some features are generated that can be 

helpful to find  the phishing attacks with tiny amount of 

prior knowledge about the algorithms which we have used 

for discovering the phishing attacks. The proposed system 

can detect the phishing sites but it can‟t prevent the access 

to those phishing sites.  The approach used by the system is 

efficient for the detection of the phishing websites. The 

architecture for proposed system is shown in fig. 2. The 

each block in this system architecture specifies a particular 

procedure. Following are the steps to perform these 

procedures: 

 

Step 1: Extract URL of given web W and   generate its 

features. 

 

Step 2: Cluster W, using K-means classifier and    

return the result. (+1: Non-phishing, -  1:Phishing, 

0: Suspicious) 

 
Fig 2: Proposed System Architecture 

 

Step 3: If result is +1 then output is Non-phishing     label. If 

result is -1 then output is Phishing label. When  the 

result  is 0, go to Step 4. 

 

Step 4: If W doesn‟t have a text input, then the result is 

phishing web. When W has a text input, go to Step 

5. 



www.ierjournal.org                International Engineering Research Journal (IERJ) Volume 1 Issue 10 Page 1238-1241, 2015, ISSN 2395-1621 

 

 
© 2015, IERJ All Rights Reserved  Page 4 

 

 

Step 5: Obtain the Webpage identity of W and originate its 

features. 

 

Step 6: Using Naïve Bayes classifier classify web W and  

output the phishing label 

 

Feature extraction plays a very important role for efficient 

detection of phishing web. There are two types of features to 

extract. URL features and web features. URL features 

includes IP address, no. of suspicious URLs, no. of slashes 

in URL. We apply K-Means algorithm on these URL‟s 

features, then predictor is used to find the prediction states. 

It is behavioral response to phishing risk. Predictor predicts 

states i.e. „yes‟,‟ no‟,‟ may be‟. Yes is for phishing, no is for 

admissible web, may be is for suspicious web, When the 

result is „may be‟, Naïve Bayes algorithm will be applied on 

complete website to detect phishing. Naïve Bayes algorithm 

extracts complete web features such as forms, nil anchors, 

foreign requests. It is suited particularly when the 

dimensionality of the input is high. It can often outperform 

more sophisticated classification methods.  Considering the 

advantages of K-means and Naïve Bayes we are using them 

in a proposed system. 

 

CONCLUSION 

We have studied different methods to detect the phishing 

attacks on the web. We propose an efficient approach to 

recognize the potential phishing target on a web. Our 

approach detects and differentiates between an admissible 

and a phishing web.  To get efficiency, we are using K-

means algorithm which extracts URL features to test the 

page is phishing or not. If the web legitimacy is still 

suspicious, the system categorises its web page features and 

the Naive Bayes algorithm checks whether the page is 

malicious or not. The advantage of proposed approach is, it 

also recognizes non-block listed phishing sites. In this way 

the system will provide an efficient approach for the 

detection of phishing websites. 
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